PARENT ONLINE SAFETY

A ready to use Presentation for Schools, Community Groups and Youth Ce

Use of mobile phone or tablet to go online: by age K
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“l find it hard to
control my child's
screen time”

an 1215 16-77

Online Gaming: 8-17s

Playing games with others In-game chat (

a Played against or with someone Chat to people thi
ﬂ else they know
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This presentation brings
together:

Children and Parents:

Media Use and ' - -
Attitudes Report b & >4

A Key Findings from:
A Children and parents: Media Use and Attitudes report
A/l KAt RNBYQa hyftAyS ' aSNJ ! 3
Al KAt RNBY Qa aSRALI clomgrs2na
A RevealineReality Antisocial Media Report 2023
A Internet Watch Foundation Annual Report 2023

A9PARSYOS 2y LIR2NYy23INFLKEQA
children Report 2023

I 1 making communications work
for everyone

AVFE dzSy

A Suggested Resources and Tips for Staff to help Parents/Carers LGfL’

A keep up with the latest trends, apps and games
A manage controls and settings
A talk to children about risk

SafequardED



https://www.ofcom.org.uk/research-and-data/media-literacy-research/childrens/children-and-parents-media-use-and-attitudes-report-2024
https://www.ofcom.org.uk/__data/assets/pdf_file/0025/283048/Childrens-Media-Literacy-Report-2024.pdf
https://revealingreality.co.uk/wp-content/uploads/2023/06/Revealing-Reality_Anti-social-Media_06-06-23.pdf
https://www.iwf.org.uk/annual-report-2023/
https://www.childrenscommissioner.gov.uk/resource/pornography-and-harmful-sexual-behaviour/
https://www.childrenscommissioner.gov.uk/resource/pornography-and-harmful-sexual-behaviour/
https://www.iwf.org.uk/annual-report-2023/

Practitioner Guidance: SafequardED

A a drip-feed approachand incorporating online safety into other events where parents are presert

A encouraging your pupils to present with you

Before you begin:

A We would not expect you to cover ALL of these slides single sessiordecide which topics to cover.
A Feel free to amendhe presentationc add/remove slides at your discretion to make sessions relevant.
A You may wish to use a trigger warnirtgpending on the topics you covesee next slide.

A Ensure you are familiar and confidemtith the content.

A Refer to the practitioner notesn the notes section of each slide to support discussions.

A Use these Questions Prompl(fy > on the stmesomote interaction.
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Planning your Parent Session: SafeguardeD

SelectREQUIRED SLIDES FROM EACH SHEelowto build and personalise your programme:

=

1. CHOOSE

2. ADDRELEVANT 3. PICK

RISK FACTORS TIPS

TOPIC(S):

RESOURCES

w Talking to Your Chil@e-12) wRisks and Negative ResoUrces and

wDevice Use & Ownershifi3-18) Experiencet5-69)

wSupervision & Parental Controls Support(88-95)
(19-29) : :

w Screentime(30-34) w;gayé?gns?;%_gsr;llne and wYou may also wish to

wSocial Media & Gamin(35-46) P 9 scroll through

wAge Requirement$47-54) parentsafe.lgfl.neand

showcase some of the

w Critical Thinking76-87) resources here

_ Y, \_ J N\ /



https://parentsafe.lgfl.net/
https://parentsafe.lgfl.net/

TALKING TO YOUR CHILD
ABOUT LIFE ONLINE

SafeguardED
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Summary of parental concern8 ¢ 17 yrolds)

Parental concerns

Sharing personal information online Exposure to inappropriate content
- 65% Them giving out personal T75% Seeing adult or sexual content

h details to inappropriate people
L5} S EE = e 1 =
‘:;‘ 62% Companies collecting information 77% Seeing any other type of
inappropriate content

about what they are doing online

Experiencing harm or detriment Reputational damage

68% Seeing content which encourages them to hurt or harm themselves Damaging their reputation

aither now orin the future

T70% Them being bullied online/cyberbullying
8| y ying i’ 55%

599, The possibility of them being influenced by extreme views online

51% The pressure on them to spend money online

Ly

% Parents whose child age 3-17 goes online

vV
LG fL Sourcechildren and parents: media use and

attitudes report 2024
SafeguardED




Are YOuCONFIDEN{® TALK TO YOUR CH2LD
Is your child confident tofALK TO YCU

Are there any areas you
1in5 parents said their child told them about something they’d seen online that scared or upset them WwWOou | d n Ot fe e | CO nf| d e nt or

Action taken (%) ” comfortable to discuss?

100% * b
o0%
=[]
0%

60
50%

Wl -

Talked to child Advised child to Advised child to Reported to the
about what had  block certain people  stop using certain website or app it

Sought advice on

Set up filt:
etup titersor how to handle the

parental contrals

happened or types of content apps or sites appeared on situation
= All{aged 3-17) 81 54 53 32 23 19
W Aged 3-4 B2 25 g5 40 39 18
Aged 5-7 B2 39 51 27 27 17
W Aged B-11 81 58 56 EX| 7. 1]
Aged 12-15 Ell 75 57 36 11 21
w Aged 16-17 72 48 38 27 14 25

Younger children are more likely to tell someone if they see something worrying or nasty online:
A Twothirds of 811-yearoldssay that they would always tell someone (66%)

LGf |_QQ A Almost half of 1215s and 1617s(49% and 45% respectively).
Sourcechildren and parents: media use and

SafeguardED attitudes report 2024




,hl R2yQl ySS
EXPERX 0O BARENT

ALGIQa e28R)yQK2AO68 20KSNAE RAtOuse tach.
A Stay involvedc maketime to communicate talk about what they are
doing. What do they enjoy? What makes them laugh?

A52y Qi | dbaderedqul&riwersationsWhat's their favourite app?
What is the best site to learn new things from?

A Join in- watch themplay a game and join itWho are they playing with?
Do they know the other players?

AW{ K2g Y &askharXdicto help you with your privacy settings,
who you should add as a friend, are there any risks?

A Lead by example children learn as much from watching as they do from
being told not to do something, soodelgood behaviour

A Reassure them tell them that theywon't get in troubleand that you are
always thereo help.



< JPRRENTSAFE -

Keeping your Children safe: online & beyond

This page is for parents - if you are a teacher, click here
It's never easy to know how to keep our children safe when they aren't with us, and sometimes even when are, if we don't know what's happening

in their lives or on their devices! Who are they talking to, what are they doing, are they okay? Don't despair though...scroll through this page for
help or click a button to go straight to a particular topics.

TOP TIPS RIGHT NOW SAFE SETTINGS & CONTROLS WHAT'S THAT APP? TALKING TO CHILDREN

SCREENTIME TOP TOPICS (porn, bullying, ... SEX & RELATIONSHIPS HELP & REPORTING

LGfL’ parentsafe.lgfl.net

SafeguardED




TALKING TO CHILDREN ABOUT LIFE ONLINE

Find conversation starters, story time ideas and top tips to
reinforce key safety messages aarentsafe.lgfl.net

ge |connect
Mindful

Give 1O

SafeguardED

£ Discussion Guide

Thorn have 18 topic-based
discussion guides with
questions to help start
conversations!



https://www.lgfl.net/online-safety/resource-centre?s=16

SafequardED

DEVICE USE AND
OWNERSHIP




HOW MUCH DO YOU KNGibbuteé 2 dzZNJ OKAf RQa f

Proportion who go online, by age

96%
84%

Age 3-4 o=7

Almost all children (96%) agedg3l7 went online in 2023highlighting the centrality
of the internet in their lives:

A Younger children commonly usablets to go online
A Older children are more likely to useobile phones
Qo
LGfL
Sourcechildren and parents: media use and
SafeguardED attitudes report 2024




Does your child have thei©WN MOBILE PHONHE3o0, Is
it a SMART PHONE?

What AGEdo you think is appropriate?

Proportion who have their own mobile phone, by age

LGfL’
Sourcechildren and parents: media use and

SafeguardED attitudes report 2024



SMARTPHONar W b h-BMART / BRICphone?

REME MB ER YOURGCSHOICE

games

A Internet access
A Social media, apps and

A Notifications
A Anytime connection
A Parental controls

Every child and situation is unique,
and you are best placed to know their needs

A NO internet access

SafeguardED

A Some games
~Zn_ | A Anytime phone calls and texts
@\ Limited parental controls




le phone or tablet to go online: by age

10

Agéj3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

A By age 11, nine in ten children own their own mobile phardistinct from using a family device
A This correlates wittransition from primary to secondary school

LGfL
Sourcechildren and parents: media use and

SafeguardED attitudes report 2024




To help yowvith the
transition of pupils from
primary to secondary,
why not download our
FREE eaflet for parents

understanding risk

using tech for good
healthy habits and tips
when best to get a phone

To o oo o

SafeguardED

LGfL® &

SafeguardED

MISLINGTON

= For a more equal future

Secondary school ready?

Pointers for family conversations about safety

Use and watch good tech

@ Choose technology that supports learning - e.g. maths,
languages and BBC Bitesize.

@ Enjoy quality TV as a family - avoid endless short-

reel videos on individual devices. For ideas see:
commonsensemedia.org

@ Ask your school for device recommendations.

Follow school phone policy

® Read the school’s policy to support the school and
reinforce the messages at home.

@ Consider, does your child have the skills to manage a smart
phone? Would a more basic phone be better to start with?

® Agree Home Rules for device use too - such as:
familyagreement.lgfl.net

Form good daily habits
@ Limit gaming to the weekends - school nights will be busy
with homework and clubs.

@ Follow minimum age restrictions on apps and games.

@ Avoid mindless scrolling. Be mindful of what you

digitally consume.

® Read quality books at bedtime.

® Create a study area at home without mobile devices.

@ Keep phones and gaming out of bedrooms.

Real online harms

The NSPCC calls the internet the “Wild West,” because
extreme and harmful content is easily accessible on
mainstream social media and contact with strangers via
platforms and games is all too frequent. Children don't
always understand the meaning of words nor the impact
of viewing/hearing extreme content. They get excited by
new friendship groups and often struggle to self-requlate
on these highly addictive apps, which nudge children to
share photos, videos and location. Schools have behaviour
policies which include expectations of online behaviour.
Children who reuse rude words they've heard online or share
inappropriate content could face serious consequences.

@ Be involved and set security passcodes on children’s



https://drive.google.com/uc?export=download&id=1-E_5IiDOfw3EQBPQgbGe9f2Qy3T7o_ny

SUPERVISION AND
PARENTAL CONTROLS

SafeguardED



What RULE®"0 YOU SEabout being online?

Spe .
ndlng money Onli
he

(529 Who yoy can :
d can share online (49%) 6) €an intergct With on line

Information their chil

While parental concerns in some areas have increased considerably,
their enforcement of rules appears to be diminishingartly
because ofesignationabout theirability to intervenein their
OKAf RNBYyQa 2yfAYyS fAQBSaAD

Types of websites and apps they can use (41%) tbe useq
tch online (67%)
e fLQQ deo content their children are allowed towa
Video
Sourcechildren and parents: media use and
SafeguardED

attitudes report 2024



Digital Family Agreement

Why not have a family agreement to:
A clarify what is allowed...or not

A establishground rules like no phones at
the table or in the bedroom at nightme

A agreeshared expectations to reduce
arguments and keep everyone safe & DigiSafe ®
healthy

Download it atparentsafe.lgfl.net/digitafamily-agreement

SafeguardED


https://parentsafe.lgfl.net/digital-family-agreement

Digital Family Agreement | DigiSafe°

ATATATATATATATATATATATATATA

I will: Why? Parent/carer will: Why?

Check with mum before getting a new app or game Put our devices down when you want to talk
Or buying an add-on so she Can Check it’s safe to me/us so we can model good behaviour

Cet up privacy and safety settings on any apps and

K bil ' tant il
sites T use and show them to dad, so he doesn’t ecpgil- mogiemmgy forfimportant emliy

time, e'q- breakfast and dinner so we can

worry : .

: o have quality time and talk
Check with mum Or dad before going live and _
explain what I can do to avoid any risks Trust you to manage your screen time

Not post or share any personal information, e.s.
mobile, address, tO Stay private and safe

Put my phone down when we’re eating together or
mum Or dad waht to talk, as it’s respectful

Turh Off hotifiCations when I'm doing

if I/we are worried, to help you stay safe and
healthy
Ask permission before sharing any photos of

3 you, to respect your privacy

I sensibly as we agreed, and only say something

: : '
homework and at bed time, to qny 1559 M worrieqp,, .
help concentrate and sleep gnere aﬂ’—lk abovt 1 can, hing: |
Come Off my devices an hour e will ¥4 reSPectF:/ : Judggmthey . |

: : calmly o sh? z |
before bedtime to unwind and may hve e what o Snvtag, _
Sleep well | ore 27" " eviceS  r oo 20U el )

97 am doin? L quente® Chogy oneace
or 0 her ol - o %be,

O Signed: So-ph(,e/ mum Dad ——— '*5:’3';'.
LG fL Today’s date: 24th March Date we will review this: 24th May Download me again and find more

SafequardED parentsafe.lgfl.net



2 K| 0 Qa ¢ SBARBNTHES O K
(when parents share photos of their children online)

Aldentity theft

APermanence of digital content
ALosing control of images
AExposure to child predators

ANBI 6§Sa4 GKSANI OKAf RNBYyQa RAIAGIE F220l

SafeguardED



Do youSUPERVISEZ2 dzZNJ OKAf RQa 2y f A
HOW?

UNDER 12

More likely to be nearby / regularly
check what their child does online

(59%) 12-15
Ask their child about what they are
doing online 16-17
(72%) Ask their child about what they are
doing online
(42%)

Safegua rdED attitudes report 2024

Sourcechildren and parents: media use and



Have you set up parentaLONTROLS/PRIVACY SETTIONGS
ALL DEVICEEARdNETWORKS

A Controls have to be set up on both theoadband connection
ANDeach individual device

A Thesedonotcomeasstandard 2 A (G Qa8 62NIK OKSOYAy3

A They are important because they allow you to:
A Blockandfilter upsetting or inappropriate content or sites a4

A Plan what time and how longpur child can go online for

SafeguardED



High awarenes®sf technical control tools among parenBUT many are choosing not to use them
WHY DO YOU THINK THIS IS THE CASE?

A Around four in ten parents who know about content filtddNBE F SNJ 12 NBf & @Y
navigate online contemather than to have a technical filter

Awareness and use of technical tools among parents of 8-15-year-olds

93%

of parents with
children aged 8-15

are aware
of any “technical
controls™

77%

use any of them

29% ::T;?r'ui‘:.'ﬂ?c}:fﬁ::;:m‘;% online 66% / l’IJ I— I—J N "B h’g N ‘] l]
e & dzZLISNIDA & S

Content filters provided .
your broadbang 18P 58% online use by
et accese e 53% Technical controls talki ng to them

33% inappropriate online content
about setting rules

(39%) /
LGfL
Sourcechildren and parents: media use and

SafeguardED attitudes report 2024

Change the settings to stop
350% downloads/purchases 50%

Parental control software,
settings or apps 49%

Monitoring apps 37%




Visitwww.internetmatters.org/parentaicontrols/to find out how to set controls on devices:

Smartphones & other devices Broadband & mobile networks

Select the smartphone, other device or Select your network provider from the

OS from the dropdown list: dropdown list: ’Q\
[}

Set up devices safely

Set parental controls on a range of VIEW ALL VIEW ALL

devices, apps, and platforms with our

how-to guides.

Social media Video games & consoles

Select the social media app or platform Select the video game or console from

from the dropdown list: the dropdown list:

VIEW ALL VIEW ALL

s

SafeguardED


http://www.internetmatters.org/parental-controls/

Parental control apps liké&soogle Family LinkScreen Timand Microsoft Familycan let you
set limits across devices, apps and platforms

SAFE SETTINGS, CONTROLS & MONITORING

Apple, Android and Microsoft have tools to help you control what younger children can use and how long for. Click the images below for details.
Once they are older and have your trust, the same tools can help avoid arguments and help them learn to self-regulate (how long have they really

been on insta today? have they put down the phone at all in the last week?).

e o = -
- R @ sonoom m: : :
o = ES T
@ = .:1 ;
Apple Screen Time Google Family Link Microsoft Family Safety
Great for both parental controls and teen Digital Wellbeing is the next step for the There are no self-regulation features for
self-regulation older ones after Family Link older teens, but Family Safety is great for the
younger ones
LGfL’ ~ N | | | .
Visitparentsafe.lgfl.netfor additional advice and tips on settings and controls for all devices

SafeguardED


https://parentsafe.lgfl.net/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/google-family-link/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/apple-iphone-and-ipad-parental-control-guide/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/windows-11-parental-controls/

REMEMBER e

AAs children get older, restrictions
and controls you use will chang®ut
only at a pace you feel is appropriate
for your child, not pressure from your
childdé 6 SOl dzAaS SOUSNE2Yy S S%
I ff 26 SRE

A Content filters are never 100%
effective, at some point your child
may come acrossappropriate or

upsetting content, sonake time to
talk regularly

SafeguardED
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SafeguardED

WORRIERbout their SCREENTIIAE
Do you knowHOW LONG YOUR CHILD SP®NIire daily?

A Children spent an averagehours 5 minutes
per dayaccessing the internet, across

smartphones, tablets and computers
“I find it hard to

control my child's
screen time”

A Four in ten (39%) parents of children aged 3
_ B 17 report finding ithard to control their
e e OKAf RQa aONBSYUAYS

Visitscreentime.lgfl.nefor advice and tips to manage screentime

Sourcechildren and parents: media use and
attitudes report 2024



https://screentime.lgfl.net/

SafeguardED

Visitparentsafe.lgfl.netfor advice and tips to manage screentime

SCREENTIME

Lots of parents worry about it, but we don't think you should worry about screentime - it's not how long they are online but what and when they
are doing that counts (and the same goes for grown-ups, like in the Will Ferrell video above). You can use the control settings near the top of this
page to regulate screen time in general and on specific apps, but beyond that we recommend you follow the Children's Commissioner’s 'Digital 5
A Day' and help your children to aim for each of the targets in this pie chart >

Ch‘.lldren’s

COMMISSIONER

Be
~ Mindful

Connect

Digital 5 A Day

Simple steps to a balanced digital diet and better wellbeing

The UK Chief Medical Officers agree - check out their version of what
counts.

UK Chief Medical Officers' advice for parents and carers on
Children and Young People's screen and social media use

Technology canbe o ing but 100 much time i ol

Sleep matters

Keep moving!

fvery

Family ime fogether

with Qoults giving thes
1o chicre



https://parentsafe.lgfl.net/

How does your child feel aboufOUR SCREENTIME vs THEIRS

K
45% of 811s feel that

0 KSANJI LI
screentime is too high

N

4 N\
35% of 817s feel that

| ., their own screentime is
S o too high

\‘ i "
gl [ | il it
N n \ | T i | i ‘
{ l Y [‘1 1‘1 “\ il 4 Download me again from safeposters gfL.net V j

i

Reli MAKES YOU THINK... LGfL’

SafeguardED SafeguardED

Sourcechildren and parents: media use and
attitudes report 2024
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SOCIAL MEDIA AND
GAMING




Are youFAMILIAR WITH THE AREhE GAMESyour child is on?

YouTubds the most popular, but the appeal of many soci ﬁmg&
media platforms varies by age M ”

0 ?

Top 5 apps/sites used across all categories - by age group R
as.ht""t

A under two in ten of all 3}-
e yearolds usenstagram
Tik Tok and/or SnapChat
Snapchat A this rises to eight in ten
among 1617s

A under a quarter of all-3-
yearolds useWhatsApp

A this rises to over eight in
ten of all 1617-yearolds

LGfL
Go toapps.lgfl.neffor guidance on apps and social media sites Sourcechildren and parents: media use and

SafeguardED attitudes report 2024



https://www.lgfl.net/online-safety/resource-centre?s=32

KNOW WHAT THEY [06 social media?

Eight in ten (81%) of all children aged Buse at least one social media app/site for
following friends people and organisations, reading, liking or sharing content

Many used sites and apps likekTokand
Instagramto consume content

Activities undertaken
% 12-17s who use social media or messaging ays
Send supportive messages
to friendsi are 44
@ widddeoldadislot o _50 ‘ Snapchatwas the most favoured platform
S s Any listed to message and communicate with friends
news stories with others
on these apps and sites 30 1
Boys
67 i
Write my own s 19 , ~ 4 4 -
aboutca::icsylgarc‘:gzlul -21 aL R 2 y QU uKA y 1 L @)
Follow activists and { y I LJO K I u I y € Y 2 NB X ®
CHTONGINS we Ll ‘Girls friends on it, and we have like group

about causes | care about ~22

chats where we all call, like, all the
time, and we text each other and Snap
SI OK Bu1yKiS NE

Follow or interact with
political parties o
or campaign groups 15

|_Gf|_o Go toapps.lgfl.neffor guidance on apps and social media sites
Sourcechildren and parents: media use and

SafeguardED attitudes report 2024


https://www.lgfl.net/online-safety/resource-centre?s=32

WHYDOES THISATTER

A Young peoplecanget around age restrictionsn apps and websites, increasing the risk
of them coming to harm online

A Many children have online profiles that make them appear older than they actually &
C exposing them ta@ontent inappropriate for their age

A Addictive algorithmscan make it harder to take a brea&nd maintain a healthy
balance between time on and offline

Al ft I32NAOGKY&A OlFly |taz GFNBSG O2yiSyd aa
This can prevent you from finding new ideas and perspectives, cnaateformation
and reinforce stereotypes

SafeguardED



What might they NOT BE TELLING YO

Nearly six in ten (58%)}3/s usanultiple profileson at least one
social media platform:

(23%) said it was
because one account
wasjust for /13% said one account vv\a
parents/family to see F2NJ] §KS WNJF

another contained
edited/filtered postsor

photos Y
LGfL’

Sourcechildren and parents: media use and
SafeguardED attitudes report 2024
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Unwanted contact

Inappropriate content

Location sharing
Cyberbullying
Oversharing

SafeguardED

What aboutWHATSAPP

Do you know theninimum ageto use this?
What are therisks?

to contact somebody on WhatsApp, all you need is their phone number, which cou
expose you to unwanted messages or calls

messages are enb-end encrypted which means that the content cannot be
monitored. This means that your child could see or hear harmful or upsetting conte
e.g. pornography or violence.

live location feature means that your child could reveal their current location to otht
children could be bullied, feel left out or deliberately excluded or removed from gro

LINA O O FSIF ddzNBaz &adzOK |a RA&L LILISE NR
child feels safe to reveal private or risky information or images. However, there is a
a risk that this could be copied and shared






@ WhatsApp

safety guide for
parents

13+ 58% 37%

5 tips to keep kids safe on WhatsApp
O d O > 'I Review privacy settings WhatsApp has a range of privacy and
u ™ a security settings to keep users safe. Customise groups, app

& 2 Customise contacts Show your child how to report and block
contacts. Then, work with them to add their friends

3 Talk about personal information Make sure your child unde

vhat personal information is. Talk about the importance
:"«——* ng that information private on WhatsApp
Show them where to get support if something goes wrong
O\ they see something worrying on WhatsApp, make sure they

5 Check in regularly “”:_.:,.e;:"- all of the above, check

th them requla review settinas and how the ce
eguliarly 1o review sett 1Js allia DWW LTITY UST

A hatsApp
SR,

Q
LGfL . | |
Visithttps://www.internetmatters.org/resources/whatsapgafety-a-how-to-quidefor-parents/#whatsapp
SafeguardED  safetytips for advice for parents



https://www.internetmatters.org/resources/whatsapp-safety-a-how-to-guide-for-parents/#whatsapp-safety-tips
https://www.internetmatters.org/resources/whatsapp-safety-a-how-to-guide-for-parents/#whatsapp-safety-tips

Do you know theDIFFEREN®etween anWh b [ L b 9 @nd@w
real one? How does this differ fromyour| L[ 5Qf + L 9?2

A Are you familiar with who they are tontactwith whilst playing games?
A Have you asked about thenat facility?
A Do you know theontent andagerestrictionsfor these games?

Online Gaming: 8-17s

a 74% 645%™
i~ so ol

- ) 82% 31% (™™
ae =3

Qo
LGfL Ty I I /it Sourcechild d - medi d
Visitgaming.lgfl.nefor advice and activities urceChildren and parents: media use an

SafeguardED attitudes report 2024



https://www.lgfl.net/online-safety/resource-centre?s=16

HowcanYOU GET INVOLVED %

A ASKwhat type of games your child enjogsire theyage-appropriate?

A PLAYgames together keep the tech irshared spacesather than bedrooms

A TALKaboutwho they are playingwith - whatinformation are they sharing?

A EXPLAING K I O Jagpropvidte/t@share e.g. personal details to identify them/locati
A AGREMRow they will spend theimoneyonline

A DISCUSWhat they would do if they werbullied online, and what steps to take

A DECIDRow long is appropriatdo play in one sessiorhow many sessions a day

A SETURhese restrictions iparental settingswith your child

LGfL’ Visitgaming.lgfl.nefor advice and activities to keep them safe

Sourcechildren and parents: media use and
SafeguardED attitudes report 2024



https://www.lgfl.net/online-safety/resource-centre?s=16

PEGI helps parents to make informed decisions when buying video games:

A The age rating confirms that the game content is appropriate for players of certain age
A It considers the agsuitability of a gamenot the level of difficulty

SafeguardED

TWO LEVELS OF INFORMATION AS A GUIDE : THE PEGI AGE LABELS

3 1121618

www.pegi.info B www.pegi.info B www.pegi.info www.pegi.info‘ www.pegi.info

THE CONTENT DESCRIPTORS

i T e AR

IN-GAME PURCHASES FEAR DISCRIMINATION DRUGS GAMBLING BAD LANGUAGE VIOLENCE

peqi.info


https://pegi.info/

Find ratings and reviews for parents on apps, games and social mgdiaraimonsensemedia.ord

LGfL’

SafequardED

v

Games Podcasts Apps

Parent Tips and FAQs

By Age
Preschoolers (2-4)
Little Kids (5-7)
Big Kids (8-9)
Pre-Teens (10-12)

Teens {134)

By Topic

Screen Time

Learning

Social Media
Cellphones

Online Safety

|dentity and Community

More ...

By Platform
TikTok

Snapchat
Minecraft
Roblox

Fortnite

Discord

More ...

APP
Snapchat
@ age 16+ ki

Send moments in photos, watch curated content; use wisely.

Devices: iPhone ., iPod Touch . iPad, Android (2011)
APP

Discord
@ age 13+ Wk

Voice and video chat; slick features, some mature content.

Devices: iPhone. iPod Touch, iPad, Mac, Android , Windows app (2017)

See full review

A
A

See full review



http://www.commonsensemedia.org/

AGE REQUIREMENTS

SafeguardED



Are YOUaware of theMINIMUM AGE REQUIREMENT
for social media?

More than a third (36%) say
84% of parents of d7s were aware : :
of a minimum ageequirementto they would allow their child
have a-profile-on socialmedia apps to have a profile on sites or
apps before they had
s ™  reached the minimum age

BUT ONLY
32% of parents knew the

correct age requirement
(13 yrs)

N J

V) : . . : : .
LGfL Find ratings and reviews for parents on apps, games and social mediaatommonsensemedia.org

Sourcechildren and parents: media use and
SafeguardED attitudes report 2024



http://www.commonsensemedia.org/

What about YOUNG PEOPLE

A Nearly eight in ten children are aware of minimum age
requirements

A Four in ten admit to giving a fake age onltneaccess a
new app/site

A Up to a quarter hadhanged their date of birton their
profile since Initially setting it up:
A Facebool(24%) ‘ﬁ
A TikTok(23%) '(XX’

A Instagramand X/Twitter (both 19%) 4"

SafeguardED | KAt RNBYQa hytAyS !aSNJ! 3S3



https://www.ofcom.org.uk/__data/assets/pdf_file/0025/283048/Childrens-Media-Literacy-Report-2024.pdf

SafequardED

Around half of children under 13 use social media
and 38% have their own profile on at least one

platform
. You mulst blla 13 years and;Ider to ‘haue an account.

%age who use social media
76%
51% 4%
42% Snapchat is Only for Teens Ages 13+ &
29%
-. ‘ @ ' We require everyone to be at least 13 to use Instagram

Total: Under 13 Aged 3-5 Aged 6-7 Aged 8-9 Aged10-12

Given the 13+ minimum age requirement on most of these social media platforms, it is notable that
half (51%) of children under 13 use them.

LGfL
Sourcechildren and parents: media use and
SafeguardED attitudes report 2024



Most social media users within each age group have their own profile on one of the apps/sites, with likelihood
generally increasing by age

Proportion of children 8-17 who use each app/site and have their own profile — by age group of child:

m Total 8-12vyearolds ®m13-15yearolds ™ 16-17 year olds

l 9—,.-% 98% 95“ 98“ gﬂ; . 99% 91%
" 5o 9'1"“ 92” 2% goy | 90% * o0, 92“ '
85% |
77% ?9“ 8% T
- ?2%
67% 650, B% 'l
59%
54%
o
e
A
L
@
m
o
YouTube (not Snapchat TikTok Instagram Facebook Discord* Pinterest* Twitch* X/ Mwitter* imeo

including
YouTube Kids)

T l Total at 95% confidence

Significantly higher/lower than the

(0p))
Q)¢

SafeguardED | KAf RNBYQa hyfAyS ' &E&SNJ ! 3



https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/online-research/keeping-children-safe-online/childrens-online-user-ages/online-nations-2023/childrens-user-age-2023---chart-pack

User age of at least 16+*

33% of 8-15s

A Young peoplecan get around age
restrictionson apps and websites,
Increasing the risk of them coming to
harm online

31% of 8-12s

User age of at least 18+

A To understand thextent to which
children are bypassing age chegkafcom
researchechow many children have
online profiles that make them appear

older than they actually are.

LGfL’
SafeguardED attitudes report 2024

22% of 8-17s

Sourcechildren and parents: media use and



online

Proportion of children aged 5-7- who do the following:

o = 2022 2023

59%

50%

]
38% ek .

34%

Uses apps/ sitesto send  Uses social media appsor  Watches live streaming Online gaming

Q messages or make voice or sites apps or sites
LG f L video calls

SafeguardED Arrows show significant differences (95% level) between 2022 and 2023

©
©

Five to seven-year-olds are increasingly present

d




5¢7-year-olds are alsandependentin their use of certain sites/apps!
A Manyhave their own profileson several social media platforms:

YouTube/YouTube Kids WhatsApp Instagram
(48%) (11%) (9%)

A 32%of parents reported that their child uses theon their own:

Three jn ten

(30%) aoren:
. . . ‘ 8re
Parents increasingly likely to say they ct::.ey would aljoy, [the(,?;?g
would allow their child to have a the"d to have 5 Profile on
social media profile Se sites o
P they ha " apps before

SafeguardED
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RISKS AND NEGATIV
EXPERIENCES




So what are theRISKS

content: being exposed tdlegal, inappropriate, oharmful content, for example:
pornography, fake news,racism misogyny sel-harm, suicide anti-Semitism radicalisation and
extremism

being subjected to harmful onlinateraction with other users; for example: peer to

peer pressure commerciahdvertisingandadults posing as childmeor young adults with the
intention to groomor exploit them for sexual criminal, financialor other purposes

conduct: onlinebehaviourthat increases the likelihood of, causes, harm sharing and
receivingexplicit imageqe.g.nudesand seminudes and/ompornographyand onlinebullying

commercCe risks such as onlingambling inappropriate advertisingphishingand or
financial scams

SafeguardED Keeping Children Safe in Education



Average age children first view pornography is

Substantial proportions viewed it at a much younger
age; 27% by age 11 and 10% by the age of 9

Unbearablepressureto view hardcore
pornography even if they do not want to

Degradingacts and
violence against women

Think it isreflective of real
life or healthy relationships

Pornography sites are not the only wagr even the
most popular way, that young people access online porn

Wide prevalenceof on social media platforms
such as Twittersnapchaiand Instagram

Q
LG f L Source:
https://www.childrenscommissioner.gov.uk/resource/pornogr

SafeguardED aphy-and-harmful -sexual-behaviour/



https://www.childrenscommissioner.gov.uk/resource/pornography-and-harmful-sexual-behaviour/
https://www.childrenscommissioner.gov.uk/resource/pornography-and-harmful-sexual-behaviour/

A Disturbing graphicand illegal content 4 v
A Fights / beatings / stabbings / raids LlJ L U Q a 2 dZN\]

A Sexual assaults, sex acts involving children, CS/ é @ é y' 7\ y'; y é é

A Sale of weapons and drugs online
(Some see this type of content several times a day,
daily) Antj.g

i glm’s aIOCia Qal;
~ “ = > A A Z "o ot 'Z/ss?ra;i "teﬂ?chi/dd '
Az 2dzf Ry Qi 02y §seénwihat hafpendg toldi A y 3 ey
WINIF 34Q
A2 KAt S 20KSNI OKAf RNBitgrs tdadd { v+ LIGKES ARiEl &0 WizA ¢ (

funny effects to their selfies, the filter these children
experience is th@ormalisation of humiliation,
aggression, violence and crime

SafeguardED SourceRevealingReality: Antisocial-Media Report 2023



{dzYYF NBE 2F OKAf RNByYyQa

In the past 12 months, have you seen anything online that you
found worrying or nasty in some way that you didn’t like?

40%
32% i s%
]
9 B iowe 12-15 16-17 Any

8-17 limiting Ilmltmg

conditions conditions

BUT Only 20% of parents
report their child telling them
about this in the same time

Neli frame. Source: Children and parents:
Media use and attitudes

SafeguardED report 2023



Bullying

A Increase in the proportion who
have experiencedullying via
social mediaapps/sites (18%
vs 15% in 2022)

A girlsare more likelythan boys

Received nasty or hurtful -~
interactions through .

™

-
—

textor

14% mess2sing 20% 1

apps

13% S 18%

Boys 8-17 Girls 8-17

Neli Source: Children and parents:
Media use and attitudes

SafeguardED report 2023




Nudes / SemNudes

Older girls (aged 14.8) were more
likely than boys to have ever been
exposed to potentially uncomfortable
or unwanted types of contact:

Asked to share
naked/halfdressed

pictures of themselves
24% (2023) vs 9% (2022)

Recelving pictures or
videos of naked / half

dressed people
32% (2023) vs 11% (2022)

Neli Source: Children and parents:
Media use and attitudes

SafeguardED report 2023



Early 2022Taylor (13) received messages
from people she did not know thatcluded
nude images or inappropriate messages.
End of 2022She had taken steps to reduce this

) . - .| happening byho longer adding people on Snapchat

aLQR LINRBOF 0t € 3 S after they had messaged her on Instagram or using
messages a month. They want [to {V]I LOKI G§Qa vdzAi O]l ! RR.FSI
add you on Snapchat] because on
Snapchat, you can send pictures

e Z  aLO ONBOSAGAY3I Iy A
UREG e2dz OFyOU 35 TNpy | AGNF YISNBE Kl
= S W SN e t2y3d GAYS® alacs 2y

L R2SayQid KI LILIISY

0SOFdzaS L R2y QiU N&XI

R2y Qi 1y2¢6 |lyeée Y

LGfL |
Sourcechildren and parents: media use and

SafeguardED attitudes report 2024



So, what cariyOUdo?

SafeguardED

Nude Selfies: Understanding Why Nude Selfies: Talking to your child

i ' .«‘34'{_1 JF\}
: i ;‘ lo. ¢ -

Nude Selfies: When should | be worried? Nude Selfies: Where to get help

‘/:

youtu.be/X]VOIKYpakk?si=60ONdtZJR|fB6Q#BMRat parents and carers need to know

youtu.be/ESLAZNKHVZ0?si=qU3_|[XFF51TUBwWIten should you be worried?

CEOP


https://youtu.be/XjV0lKYpakk?si=6ONdtZJRjfB6bSRj
https://youtu.be/E5LA2nKHVZ0?si=gU3_jXFF51TU3vTq

Rise In reporting of financially motivated sexual extortictEXTORTION

NCA

Education from

c..E.O_P the National

A Type ofonline blackmail

A Involves an adult offender posing as a  ntional crime Agency
young person, threatening to release Parents and carers template letter
nude or semnude images and/or Dear parent/quardian,
videosof a child or young person, Crime Agency, resing awarencs of he recent risa m reporing of finnialy
unless they pay money edin ae rtortion’y, Chidian o young people worldwide o being.

A Victims of any age and gender can be = -

. . This type of crime involves an adult offender (often from an organised crime
targets- majority of cases have T e s
InVOIVedmale VICtImS aged ]:48 another financial demand, such as purchasing a pre-paid gift card.

Victims of any age and gender can be targets, however a large proportion of
cases have involved male victims aged 14-18.

A child or young person is never to blame if they have been a victim. Offenders
will have tricked, groomed and/or manipulated them into sharing an image.

Advice for parents or

Find out more about online blackmail on CEQOP Education’s parents and carers
website.

carers of children

e Beiny Talking to your child
It's important to have frequent, open and non-judgemental conversations with

sexually extorted or your child about relationships, sex and being online to build trust and support

‘sextorted’
https://www.ceopeducation.co.uk/globalassets/professional/quidance/nca financially motivated sexual extortion alert edueatigrf



https://www.ceopeducation.co.uk/globalassets/professional/guidance/nca_financially_motivated_sexual_extortion_alert_education_eng.pdf

UK Reporting Helplines and Services for Children and Young Pec

Call 101 or 999 if
there is an
Immediate risk of
harm to your child

Essential support for under 25s

SafeguardED

CLICK CEOP

Advice Help Report

).

NCA

Young people can
report concerns
about child sexual
abuse and
exploitation to NCA

REPORT M

[ChildLine:

ChildLine

A free, private and
confidential service
where CYP can talk
about anything to a
and videos of trained counsellor,
themselves that they online or on the

think might haveT been phone
shared online

REMOLE

Nude image of you online?
We can help take it down.

Report
Remove

A free tool that allows
children to report
nude or sexual images

Go toreporting.lgfl.netto find out more



https://www.lgfl.net/online-safety/resource-centre?s=5

Opr m==

IWF

A]F ?nual Repprt 2023

of content removed contained
"self-generated" child sexual
abuse material

iwf.org.uk/annual-report-2023

SafeguardED



